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The international market place has been flooded with a variety of counterfeit merchandise. In some cases, such as clothing, the use of the 
counterfeit in place of the genuine article may have little consequence. In other cases, the use of a counterfeit can compromise the function 
of a critical piece of equipment and result in failure or possible loss of life. This places a responsibility on manufacturers to provide a 
means of authentication for their products for ethical reasons as well as to avoid false claims of liability. 

The "main concern in authentication is how to defeat the method. Usually, there is a trade off between ease of operation and ease of 
subversion. This entails the use of rather complicated methods to insure reliability. The following description details a method of 
authentication that is simple to use, has a tunable degree of information content and is virtually impossible to subvert. The basis of the 
method is a new technology called, "molecular imprinting," and the method is particularly well adapted to injection molded epoxy-based 
electronics packages. 

Molecularly imprinted polymers are made by first building a complex of a target molecule and associated attached binding molecules that 
possess the ability to be incorporated into a polymer (see Figure 1). The complex is usually.dissolved in a larger amount of other 
polymerizable molecules. The bulk of the other molecules for the polymer are made with crosslinking monomers. These molecules have - 
two places to bind to the polymer chain to form a rigid three dimensional structure. The crosslinkers are necessary to hold the complexing 
molecules in place after the target molecule or "template" is removed. Typically, after polymerization, a chunk of plastic is obtained. This 
chunk is ground up into a powder and the target molecule is removed by washing it out with the right solvent. The powder is left with 
special holes that have a memory for the target molecule and are ready to recapture that specific molecule the next time it comes along. 
The process also works to create a binding site for a specific portion of a larger molecule that has, as part of its structure, the original 
target. 

The application to authentication for injection molded epoxy packages is straight forward. Epoxies form highly crosslinked polymers. 
This is exactly the way molecular imprints are formed. By adding an innocuous "taggant" molecule to the epoxy, it will be incorporated 
into the resin. By choosing the correct taggant, it will be subsequently removable. The "taggant" molecules on the surface of the finished 
package can be removed by rinsing with an appropriate solvent. This process leaves cavities with dimensions on the molecular scale on 
the surface of the package. These cavities are invisible to normal methods of surface imaging and would be incomprehensible to atomic 
force microscopy due to the random orientation of the sites. Thus it will be impossible to reverse engineer the taggant method. 

Authentication is provided in the following manner. The package is sprayed with a solution containing the "taggant" molecule that has 
been fimctionalized with a chromophore on a long alkyl chain or tether. The package is then rinsed and any package not imprinted will not 
bind the taggant. The chromophore will be chosen to luminesce when excited by light from a specific light source, say a lamp or small 
light emitting diode of the right wavelength. By using a mixture of taggants, information, such as date of manufacture, plant of origin, or 
other information can be encoded by color. By only removing the taggants from specific spots on the package a luminescent message can 
be encoded. 

U.S. Patent application, serial no. 10/359,322, filed February 6, 2003, is hereby 
incorporated by reference herein in its entirety. 
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I. DESCRIPTION OF THE TECHNOLOGY (Continued): 

Specify the novel features of this invention. How does the invention differ from present technology? 
There doesn't seem to be a material of this nature currently available. This has a very specific application to the electronics packaging 
industry. 



What is the deficiency in the present technology upon which your invention improves? 
Allows unambiguous authentication of critical electronic devices. 



• Identify and describe the closest technological development of which you are aware. 
Serial numbers. 



Titles Au then Mention of Injection Molded Epoxy-Elceferenies Packages U9ing Malccularly 
Imprinted Taggants ^ 

inventors: Harry K. Charles, Jr.), et al. {_ 

I. DESCRIPTION OF THE TECHNOLOGY: 

Sketch or drawing of the invention. (Import or draw sketch here, or if space is insufficient staple your 
sketch to the printed copy of this form.) 
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